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Where Are We Now?



Current Risk Landscape



How Common Is It in 
New Zealand?



How Common Is It In New Zealand?
Of the businesses Kordia surveyed who suffered a cyber-attack or incident in the past 12 months:

Source: Kordia NZ Business Cyber Security Report 2024

https://www.kordia.co.nz/cyber-security-report-2024


What Should You 
Worry Think About?



Cybersecurity Responsibilities
Securing patient data – legal obligation and patient trust.
Adopt comprehensive data protection strategies to secure patient data.
Even if outsourcing IT and/or security, ultimate responsibility to safeguard 
patient data lies with you.



Understand Cybersecurity’s Impact On Your Business
Impact a cyber incident 
can have on your 
business 

Reputation damage



Understand Cybersecurity’s Impact On Your Business
Impact a cyber incident 
can have on your 
business 

Reputation damage
Financial losses

“Business leaders are eager to 
see more action to penalise 
organisations that fail to 
adequately protect data. New 
Zealand’s current privacy laws 
cap penalties at $10,000 NZD – 
significantly lower than penalties 
in other five eyes nations.”



Understand Cybersecurity’s Impact On Your Business
Impact a cyber incident 
can have on your 
business 

Reputation damage
Financial losses
People costs

Cyber attacks can cause high levels of psychological harm — equal to 
conventional political violence and terrorism.



Understand Cybersecurity’s Impact On Your Business
Impact a cyber incident 
can have on your 
business 

Reputation damage
Financial losses
People costs
Long recovery times

- On average, across all attacks and incidents, 26% 
were resolved within a week, 28% between one 
and four weeks, and 46% took one month or more 
to resolve (including 9% taking five months or 
more). 
- Cyber-attacks involving leaked credentials via 
another breach took the longest time to 
resolve, if there is a lack of monitoring, data can 
be exfiltrated and spread unknowingly until the data 
breach is announced, usually by the attacker. 
- This can lead to a long period of investigation and 
remediation. 



Understand Cybersecurity Risks To Your Business
Cyber risks to your business 

Phishing - people still biggest 
risk

- Phishing attacks and internal actors were 
a factor in around a third of reported 
incidents
- Smart phones attractive channel for 
phishing – smishing attack up 6%
- Traditional phishing – 1 in 3 businesses 
reported incidents



Top risky employee security behaviors

Entertainment domain/streaming 
services
Adult websites
Unauthorised or malicious application
Risky websites
Unauthorised removable media (e.g. 
USB) 
Sharing of personal identifiable 
information (PII)
Cloud backup or cloud storage
Malicious email attachment opened

Source: Kevin Mitnick, KnowBe4’s Chief Hacking 
Officer (2023)

“The human factor is involved in 82% of 
data breaches, however, less than 3% of 
IT spending is allocated to help secure 
the human layer.”



(People) Risks Associated with Artificial Intelligence (AI)



The Risk of ChatGPT and LLMs - Trustworthiness

Risks
Potential Misinformation
Incorrect Facts
Misleading Outputs



Understand Cybersecurity Risks To Your Business – 
Third Parties

Third Parties - it’s not just your security

“The ransomware attack has impacted six health regulatory authorities, including the 
Chiropractic Board, the Dietitians Board, the New Zealand Psychologists Board, the 
Optometrists and Dispensing Opticians Board of New Zealand, the Podiatrists Board, and the 
Physiotherapy Board of New Zealand”

MercuryIT breach
- A small business IT provider with only 25 
employees.
- Mercury IT also performed contract work 
for Te Whatu Ora and Health NZ. The attack 
is said to involve 14,500 coronial files and 
4000 post-mortem reports from those 
organisations



The first step is to understand what third-
parties you use 
What data they have access to -> view of 
what risks you are facing

A good question to ask your IT suppliers is 
whether they provide support or hosting of 
services, or whether they have access 
(physical or virtual) to your company's or 
your customers’ data? 

Understand Cybersecurity Risks To Your Business – 
Third Parties



Understand Cybersecurity’s Risks On Your 
Business

https://www.ownyouronline.govt.nz/business/know-the-
risks/common-risks-and-threats-for-business/ 

https://www.ownyouronline.govt.nz/business/get-
protected/business-online-security-assessment-
tool/

https://www.ownyouronline.govt.nz/business/know-the-risks/common-risks-and-threats-for-business/
https://www.ownyouronline.govt.nz/business/know-the-risks/common-risks-and-threats-for-business/
https://www.ownyouronline.govt.nz/business/get-protected/business-online-security-assessment-tool/
https://www.ownyouronline.govt.nz/business/get-protected/business-online-security-assessment-tool/
https://www.ownyouronline.govt.nz/business/get-protected/business-online-security-assessment-tool/


Preparing For The Worst
“It takes 20 years to build a reputation and few minutes of cyber-incident to 
ruin it.”
Stéphane Nappo, Global CISO Société Générale International Banking



Prepare for the worst
It’s not a question of “if”, but 
“when” – change of mindset
Plan around worse-case 
scenarios
Can you recover your systems 
and data during an incident?
Talk to your providers about 
their incident management 
obligations and capabilities

"In cyber-attacks we’ve responded to here in New Zealand, 
generally speaking the detection and containment occurs fairly 
rapidly. What takes the most time is the restoration of operations 
and systems, especially if the business has not adequately backed 
up their data and systems. Backups must be carefully installed and 
tested to ensure the network is not overloaded, and do not 
contain malware. It’s a time-consuming process."
CONAN BRADLEY, Incident Response & Digital Forensics Practice 
Lead | Kordia



Planning Your Cybersecurity Budget
• Limited resources -> Risk-based planning
• To help you understand where your greatest cyber risks lie, 

think of
• Challenges you have at present
• Incidents you had in the past



Resources for Cybersecurity 
Best Practices



Te Whatu Ora/Health NZ Cyber Hub
https://www.tewhatuora.govt.nz/our-health-system/digital-health/cyber-
hub/about-the-cyber-security-hub/ 

https://www.tewhatuora.govt.nz/our-health-system/digital-
health/cyber-hub/cyber-incident-advice-for-primary-health/ 

https://www.tewhatuora.govt.nz/our-health-system/digital-health/cyber-hub/about-the-cyber-security-hub/
https://www.tewhatuora.govt.nz/our-health-system/digital-health/cyber-hub/about-the-cyber-security-hub/
https://www.tewhatuora.govt.nz/our-health-system/digital-health/cyber-hub/cyber-incident-advice-for-primary-health/
https://www.tewhatuora.govt.nz/our-health-system/digital-health/cyber-hub/cyber-incident-advice-for-primary-health/


CERT NZ & Own Your Online Guides
https://www.cert.govt.nz/business/guides/ https://www.ownyouronline.govt.nz/business/get-

protected/top-online-security-tips-for-your-business/ 

https://www.cert.govt.nz/business/guides/
https://www.ownyouronline.govt.nz/business/get-protected/top-online-security-tips-for-your-business/
https://www.ownyouronline.govt.nz/business/get-protected/top-online-security-tips-for-your-business/


Kordia Resources for Businesses
https://www.kordia.co.nz/resources 

https://www.kordia.co.nz/resources


Key Takeaways



Steps Towards Your Cybersecurity Governance
Your Cybersecurity 
Responsibilities

Where is our patient data 
stored, and how is it 
protected?

How are we managing 
access to sensitive data, 
and are there logs to track 
who accesses this 
information?

Understand Your Risks

How do we assess and prioritise 
the cybersecurity risks specific to 
our practice?

How do we ensure that our staff is 
trained on cybersecurity best 
practices, and how often is this 
training updated?

How often are our systems and 
software updated, and who is 
responsible for ensuring these 
updates are applied?

If using an external IT provider, 
what certifications or compliance 
standards do they adhere to, and 
how often are these validated?

Do our providers have access to 
any of our systems and patient 
data?

Prepare For The Worst

What cybersecurity measures 
are currently in place to protect 
our practice from common 
threats like ransomware and 
phishing?

What is our protocol for 
responding to a data breach, 
and how quickly can we 
expect to detect and respond 
to an incident?

Can you recover your systems 
and data during an incident?

How are your providers 
assisting you in incident 
management?

Plan Your Cybersecurity 
Budget

Given our tight budget, how 
can we effectively allocate 
resources to maximise our 
cybersecurity posture?

Where are our greatest 
risks? What are our biggest 
challenges and gaps?



Thank You




